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Abstract 
Scholars suggested the role of industry experts in providing learning assistance and knowledge sharing to students 

through a process called scaffolding as it helps in improving conceptual and problem solving skills. With the 

advancement of Information and Communication Technology (ICT), scaffolding can be conducted online where the 

term online scaffolding emerges. Existing studies on online scaffolding are confined towards people from the same 

academic institutions (e.g students and instructors from the same classrooms or online platforms). Since past studies 

noted that online security measures do not prevail in safeguarding the safety of information sharing, organization 

dependent on other factors such as trust to initiate relationship with people outside organization with regards to 

knowledge sharing. Nonetheless, studies to comprehend the role of trust when providing online scaffolding towards 

people outside organization such as from industry experts to students do not gain much attention in academic. This 

paper reviews literature related to the role of trust in knowledge sharing. Understanding trust from organization‟s 

perspective serves as key to understand issues related to trust and the extent it is applicable in online scaffolding. 
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1. Introduction 
In recent years, educationists view there is a need to form linkages with organisations to enrich learning 

experiences of university students. By forming linkages with industry experts particularly in scaffolding learning 

will engage students to think beyond what is written in the textbooks and exposes students on skills which is 

required in the industry (Loyens et al., 2011). Scaffolding, by definition is, teaching provided by experienced 

persons that eventually lead to immediate construction of knowledge that promotes independent learning of a learner 

(Holton and Clarke, 2006). Knowledge sharing is key in scaffolding. Knowledge sharing presumes a relation 

between at least two parties, one that possesses knowledge and the other that acquires knowledge (Huber, 1991; 

Nelson and Cooprider, 1996).  

Scaffolding can be conducted via online, which is known as online scaffolding. Online scaffolding allows 

industry experts to share their experiential, conceptual, procedural or declarative knowledge by scaffolding students 

via myriads online platforms and disperse geographical locations. Barrett (2014) noted that trust differs across 

settings whether it is in online or offline setting.  

Since trust greatly lays on the contexts where it takes place, this paper aims to review literature on trust issues 

that may prevail in online scaffolding when information sharing between industry experts and students of higher 

education institutions is prevalence. The authors of this study conducted a narrative review of the literature rather 

than a meta-analysis because of the wide variety of disciplines contributing to online scaffolding and knowledge 

sharing with industry experts.  Since very small number of studies investigating these issues as an integral research, 

the reviews are divided into: 

I) Industry experts‟ participation in online scaffolding  

II) Knowledge sharing with industry experts and trust 

III) The need for information security  

 

1.1. Industry Experts’ Participation in Online Scaffolding  
In education, the term that described, a process of assisting a person to carry out a task that is unfamiliar or 

beyond his/her ability but gradually removed when students are familiar with a task, is called scaffolding (Santrock, 

2009). Scaffolding occurs when guidance is provided by an individual of high knowledge such as from the industry 

experts (Lee, 2008). Expert assistance helps in the moulding a student's thinking skill and it is said to be a joint 

collaboration between the scaffolder and the scaffoldee (Lee, 2008). Online scaffolding emerges as results of ICT 

applications. 
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Research on online scaffolding is still at an early stage (West et al., 2013) even though evidence is present to 

support the learning process (Salmon, 2004; Salmon et al., 2010). There is a need to have further research of online 

scaffolding at the tertiary level (Stavredes and Herder, 2013; Zydney and Seo, 2012) to nurture the success of 

learners (West  et al., 2013). Participation of industry experts as scaffolders who profoundly have more experiential 

and procedural knowledge enables learners to understand how a problem is related to their professional career and is 

more effective compared to memory-based learning (Beaumont et al., 2014; Palloff and Pratt, 1999; Savin-Baden 

and Wilkie, 2006; Savin-Baden, 2014). Although many studies welcome the notion of industry experts to form 

collaborations to improve students‟ problem solving skills, understanding trust from the point of views of the one 

whom providing scaffolding - the industry experts is vital. 

 

1.2. Knowledge Sharing with Industry Experts and Trust 
Barrett (2014) asserts that when a person is in a virtual environment “swift trust”, a form of unstable and fragile 

trust, whereby people form a quick trust pattern in which they need to build communication clues that entails 

communication skills among virtual group members such as virtual managers, team or group members. 

Acknowledging that this form of trust is hard to be gained unlike face-to face setting (e.g traditional face-to-face 

classroom), a reasonable amount of trust is needed. Since trust develops gradually as people interact with each other 

(Hosmer, 1995) individuals find out about those with whom they interact, and they begin depending more on the 

usefulness of the interaction than trust on framing their behavioral intentions (Gefen et al., 2003; Wang et al., 2016). 

The importance of trust as a key consideration decreases with experience (Gefen  et al., 2003). However, in virtual 

communities, trusting relations can rise with no immediate social collaboration. Since experts‟ trust is important to 

initiate scaffolding because the experts put their confidence in the character of the scaffoldee to safeguard 

information which is shared with them.  It is evident that from previous studies that trust given by experts to learners 

varies depending on the setting takes place. Osborne (2014), the reflection in its questionnaire and interview 

responses reveals that a sense of trust and safety to take small risks without significant detrimental consequences is 

central in online learning.  Due to that the degree of trust and safety varies depending on contexts that may 

eventually influence the level of trust.  

For instance, Johnson (2001), supports the idea of learning via communities of practice (CoP) where , evolution 

of learning via the communities greater than any individual knowledge. It is due to active participation and decision 

making of „individuals united in action‟ (Johnson, 2001). This approach is essential in learning, as it is in tandem 

with the advancement of technology that makes the CoP offers expert-to-apprentice relationships via „„legitimate 

peripheral participation,‟‟ in which conceptualises novices at the outskirts and experts at the centre of a CoP 

(Gherardi and Nicolini, 2000; Lave and Wenger, 1998; Soden and Halliday, 2000), a concept which is close to 

online scaffolding principle which is guidance is provided by experienced experts to novice learners.  In CoP where 

it can be regarded as a trusting group environment, where learning happens whereby willingness the participating 

members to take more risks such as requesting for assistance. On the other hand, the instructor needs to establish an 

atmosphere of trust and foster a “give and take” (social negotiation) approach to learning by playing multi-roles 

namely being a participant, a co-respondent, and a facilitator (Johnson, 2001). 

Nonetheless, in different virtual settings like social media, participants felt a sense of vulnerability in a 

dysfunctional “affinity space” where an absence of trust discouraged shared learning or dialogue where the 

complexities of negotiating identity and relationships online was highlighted (Osborne, 2014). Information 

technology specialists stress that “…social networking appears to provide a rich setting for criminal activities and 

other misdeeds” (Weir et al., 2011). Therefore, it is clear that trust plays a vital role in learning and engaging in 

dialogue in social media spaces. However, in an event where students may not be able to find industry experts either 

in CoP or social media, making them self-initiate in finding industry experts‟ via formal connections such as sending 

formal invitation to be part in scaffolding activities via offline or other online setting. However, issues with regards 

to information security may moderate or spur scaffolding given to students in online setting. 

 

1.3. The Need for Information Security  
With increasing security threats especially with the advancement of ICT thereby forcing organisations to spend 

more in safeguarding information via various technical mechanisms namely attaining spyware/hostile firewalls, and 

substance separating programming to secure their data frameworks (Tamjidyamcholo et al., 2013). Previous studies 

on trust the sources of information security threat to an organisation with regards to information sharing is from the 

insiders. For instance, a study by Giandomenico and Groot (2016) shows, 47 experts in data security were asked 

regarding the matter and the results reveal that insiders have access to important information with regards to the 

organisation. Information from inside the company can be leaked maliciously within the organization when trust is 

placed upon outsiders that may create intentional or unintentional threats towards organisation. To combat the 

threats, a holistic approach to security is essential in the modern threat landscape that adequately addresses both 

insider and outsider threats (Giandomenico and Groot, 2016).  

Above all, despite of installing all technical security tools , there is need to constantly check on the way 

information are disclosed and circulated as the vulnerability of the information exposed is high (Grabner-Kräuter and 

Bitter, 2015) leading for experts to conclude that a secure environment is not guaranteed in the online setting (Safa et 

al., 2015). It may lead the industry experts to depend on other factors such as trust to safeguard information that they 

share with outsiders (Wang  et al., 2016).  
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2. Conclusion 
It can be concluded that trust plays a significant role in information sharing between industry experts and 

students in online scaffolding. Knowledge sharing with industry experts is essential in online scaffolding considering 

that students would reap numerous benefits mentioned in this paper. Nonetheless, it is vital for trust to be understood 

in depth in scaffolding process with the experts. The concept of scaffolding is emerging in education. However, its 

practicality in the actual implementation in online setting with the industry experts warrants empirical studies in 

order to gain better understanding on trust related issues. Further studies on trust in online scaffolding will help in 

guiding the instructors to properly design appropriate instructional elements. Issues such as the setting where online 

scaffolding takes place, types of information and participants involved may influence trust in online scaffolding. It is 

also worth to investigate to what extent instructors or students‟ needs to exhibit the level of trust (tangibilize the 

intangible the trust clues) to industry experts before information is granted to them.  
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